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Discussion questions

1. What do you think are some of the challenges involved in NSOs gaining access to

mobile operator data?

2. How do you think we can overcome these challenges?
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Challenges

- Privacy concerns
- Ethical concerns
- Legal and regulatory obstacles

- Low incentives for mobile operators to share their data.
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Privacy concerns - challenges

Mobile operator data is ‘personal data’ because it contains the location history of each

MSISDN MSISDN_COUNTERPART CELL_ID REGION EVENT_TYPE TIMESTAMP
person‘ AR204V1542DCA00 VEWVT782AS945GJIE 451154211 north voice 2016-10-10 15:35:25
AR204V1542DCA01 GNBET72BEAQOHES1 451354312 north voice 2016-10-10 20:03:45
AR204V1542DCA02 EYB RAK504EC 451354312 north voice 2016-10-10 21:21:56
AR204V1542DCA03 PET3621WDZI6220 354312 north voice 2016-10-10 21:59:32
AR204V1542DCA04 VEWVT782A5945GIE 616792 central voice 2016-10-10 22:42:23
B450QHV45CAEVAS ETG942BCVAEH36L 476126841 south sms 2016-10-10 08:13:21
B45QHV45CAEVAS ETG942BCVAEH36L 4781268941 south sms 2016-10-10 08:14:15

B45QHV45CAEVAT ETG242BCVAE
B45QHV45C? RBY25BAC942E

6L 476126941 south sms 2016-10-10 08:
E4 476126941 south sms 2016-10-10 12:

B45QHV45C? RBY25BAC942HCES 476126941 south sms 2016-10-10 13:
B450QHV45C? G365BCAL2460F 478126941 south sms 2016-10-10
B450QHV45C PRA19EXME36P64B 413579554 south voice 2016-10-10
B45QHV45CAE! RVCB30RMC29EBR7 41357 south voice 2016-10-10 18:54:39
B450QHV45CAEV? DOB402VRM70GIRE 41357 south sms 2016-10-10 20:53:32
B450QHV45C] DOB402VRMT70GIBE 41357 south sms 2016-10-10 21:2
CZW926NRVA3WEPL EBI69BCAO33KKKGE 4862 east voice 2016-10-10 09:0
CZWS26NRVAIWEPZ EBG663JJEB234PM 4325 east voice 2016-10-10 21:
CZW926NRVA3WEP3 TTBEZC&B6TFDWUT 420594230 central voice 2016-10-10 12:01:29
CZW926NRVA3IWEPY TTBEZ2C6B6TFDWUT 420594230 central voice 2016-10-10 15:46:18
DET396BCW22YTVR CROB5C6BHCLR3BY 455193201 central sms 2016-10-10 16:28:28

What concerns do you think people have about their data being shared?

¢

pop
FLOWMINDER.ORG




Privacy concerns — solutions

Public communication about the project, from the

start, is essential.

The aims of the project, and how the data will be

used, should be made clear.

Vodafone to track users in Ghana to halt
spread of epidemics

Company will have to be careful it does not breach people’s
anonymity, says data expert

s \‘ = I-4 --a:‘-‘ ._.‘—-....ij
— L

A Vodafone will share the movements of customers to stop the spread of viruses such as Ebola. Photograph:
George Osodi/Bloomberg/Getty Images

Vodafone is partnering with the government of Ghana to share the
movements of its customers to help track and contain the spread of
epidemics such as the Ebola virus.

The Guardian, 26™ February 2018
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Privacy concerns — solutions

e costs of interventions for 2011-21

the trends 34 burden of malaria in China and
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Being transparent about the processing and

analysis methods that you will use will help to

build trust.

- Publish methods in open-access journals

and reports.

- Make code open-source.
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Flowminder / FlowKit

< Code Issues 59 Pull requests 2 Actions. Projects 0

FlowKit: Flowminder CDR analytics toolkit https://flowminder.github.io/FlowKit/
22 releases

©2,929 commits 114 branches

®

Wiki

# 1 environment

Branch: master = New pull request

[ mesaibrt e pull recuest 4682 rom Flownindertdependabotpi- flowd-suil
 circiec Exit with no data generator set
= gitrub

8 deployment

Create new file

Merge branch 'master'into logging & update changelog

[Security] Bump jinja2 from 2.10 to 2:10.1 in /deployment

™ docs Relock docs pipfle
= flowapi Remove JSON body from available_dates to accord with Oper
= flowauth Bump flaskcsalalchemy from 2,32 to 240 in flowauth

= flowclent Bump ipython from 7.4.0 to 75,0 in flowclent

= flowdb Bump psuti from 5.6.1t0 5.6.2 n flowdb

s flowmachine

Bump ipython from 7.4.0 to 75.0 in /flowmachine




Ethical concerns

What happens if the data falls into the hands of undesirable actors?
How do we prevent the misuse of data? Whose responsibility is this?

How do the risks compare to the benefits, and the risks of non-use?
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Legal and regulatory requirements

Personal data are subject to strict national and

s

regional legislations. DPA 3 compliance
3" 10 erasure 9 Se(l.ll'lty

informatie

business processes european umon regulatmr d

These laws specify how personal data needs to prOtGCt
personal GELE]

k assessment

¢ R law
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EU prlvaCY

A GDPR, or General Data Protection Regulation, comes into effect on 25 May. Photograph: Alamy

Interpreting these laws, and ensuring compliance  The uardian, 12 May 2018

be treated. The laws are designed to protect the » BCCESS
technology fadTer e
privacy rights of people. (omp|lan

with them, can be difficult.
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Legal and regulatory requirements

Many countries have national data privacy laws, and national regulatory bodies.

Do you know if there is such a law in your country?

DATA PROTECTION

Is there a national regulatory body? COMMISSION
ansparency, Trus: formation |

Unidad Reguladora y de Control de Datos

© Personales
URCDP
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How do we persuade operators to share their data?

Mobile operators must invest time and resources to provide data access.
There are also risks associated with sharing this data:
A data breach would have a very negative impact on their reputation
Miscommunication about the project will have a very negative impact

The data have high commercial value to them, and competitors can take advantage.

How do you think we can persuade mobile operators to share their data?

What are the benefits for the mobile operator?
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How do we persuade operators to share their data?

Ensure that you have taken all possible IT security measures to reduce the risk of a data

breach, or of the data being misused.

Offer possible benefits to operator:
corporate social responsibility (CSR)
financial incentive (pay them)

help them with building analytic capacity
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Individual-level data or aggregated data

As a NSO, you can either have access to individual-

evel data, or aggregated data. ——

B4SQHVASCAL
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Individual-level data are the records of each individual :::

ALL PRALOHXME36P64B
RVC830RMC2IEBBT

41357
413579554

420594230

Start date End date Region SIM count

2018-01-01 2018-06-30 Ashanti 1504038

2018-01-01 2018-06-30 Greater Accra 1353102

2018-01-01 2018-06-30 Eastern 809710

M 2018-01-01 2018-06-30 Northern 781256

Aggregated data only contains the number of people mion e e
2018-01-01 2018-06-30 Brong-Ahafo 763511

2018-01-01 2018-06-30 Volta 724519

. . . . . 2018-01-01 2018-06-30 Central 690720
in each region, or making a particular journey monn wen e
) M 2018-01-01 2018-06-30 Upper West 236691

2018-07-01 2018-12-31 Ashanti 1464199

2018-07-01 2018-12-31 Greater Accra 1391524

2018-07-01 2018-12-31 Eastern 818424
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Individual-level data or aggregated data

Individual-level data is personal data.
It is subject to data protection laws.

Extensive IT infrastructure and IT security is required to securely process the data.

Aggregated data is not subject to many restrictions.

The mobile operator, or a third party, will aggregate the data and then pass to the NSO.

Storage and processing is much simpler.
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Individual-level data or aggregated data - discuss

What are the advantage and disadvantages of choosing access to individual-level data,

or aggregated data?
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Accessing individual-level data — remote access

If you want access to individual-level data, one of the best models is remote access.

Individual-level data never leave the mobile operator premises. All storage and processing

|S done On'Slte. Remote access via secure VPN
/
mobile operator firewall /
————————————————— 7 -—— e - -,
\
/
y; |
4 I
Aggregated, |
Pseudonymisation of Analysis and anonymised I
personal identifiers aggregation data
(mobile operator) |
Export of I
anonymized
aggregates

Further processing and
analysis
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Accessing aggregated data (1)

The mobile operator can compute aggregates and provide these to the NSO.
You only get the aggregates that the operator has computed, and have little control over

what methods are used.

Alternatively, a third-party (e.g. Flowminder, Positium) can perform the aggregation,

according to custom-designed methods.
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Accessing aggregated data (2)

Another option is for the mobile operator to install third-party software that provides an

interface between their data and the NSO e.g. FlowKit (more tomorrow).

The NSO then has more freedom over which aggregates are produced and how, even

though they never see the individual-level data.

The operator retains full control over who can access what data.
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Which would be your preferred option?

Which of the options is most appealing to you? Why?

What difficulties do you think you will encounter if you proceed with this option?
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Discussion: setting up a mobile data project



Country statuses

Interest _____| Strategy Dataaccess | Methods

Egypt Mongolia The Gambia Indonesia
Rwanda Morocco Kenya
Botswana Jordan Ghana

Liberia

Tunisia
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